
ELF Code SigningELF Code Signing

chihchun

2005/01/22



BsignBsign

Corruption & intrusion detection using 
embedded hashes

Ensuring Integrity
Ensuring Authenticity



FunctionsFunctions

This package embeds secure hashes (SHA1) 
and digital signatures (GNU Privacy Guard) 
into files for verification and authentication.

Formats
– executables
– kernel modules
– shared and static link libraries.



integrity checkerintegrity checker

tripwire.org
integrit.sf.net



Mobile CodeMobile Code

 Microsoft Authenticode Technology
– .cab files
– .cat files
– .ctl files
– .dll files
– .exe files
– .ocx

Sun Java Code Signing
– Jar files



UsageUsage









Surce CodeSurce Code

main process_files

sign_file

hash_elf

rewrite



ReferencesReferences

Marc Singer <elf at debian.org>
– ftp://ftp.buici.com/pub/bsign

Microsoft Authenticode
– http://msdn.microsoft.com/library/default.asp?url=/workshop/security/authcode/authenticode_node_en_try.asp

Java Code Signing
– http://java.sun.com/security/codesign


